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Alert

We can take a quick look at the "Alert Trigger Reason" in the alert details and
understand the root cause of the alert. It was stated that the CVE-2022-30190
vulnerability was exploited due to the "msdt.exe" running after an office document.
The vulnerability is also known as "Follina".



Detection

Verify
It is stated in the alert details that the file that exploits the vulnerability is
“05-2022-0438.doc”. At the same time, we have the hash information of the file. We
can quickly search for the hash in Google, Threat Intelligence, and other similar
sources and take a look at the results.

VirusTotal

(https://www.virustotal.com/gui/file/4a24048f81afbe9fb62e7a6a49adbd1faf41f266b5f
9feecdceb567aec096784/detection)

Malwares

(https://www.malwares.com/report/file?hash=4A24048F81AFBE9FB62E7A6A49ADBD1FAF
41F266B5F9FEECDCEB567AEC096784)

https://www.virustotal.com/gui/file/4a24048f81afbe9fb62e7a6a49adbd1faf41f266b5f9feecdceb567aec096784/detection
https://www.virustotal.com/gui/file/4a24048f81afbe9fb62e7a6a49adbd1faf41f266b5f9feecdceb567aec096784/detection
https://www.malwares.com/report/file?hash=4A24048F81AFBE9FB62E7A6A49ADBD1FAF41F266B5F9FEECDCEB567AEC096784
https://www.malwares.com/report/file?hash=4A24048F81AFBE9FB62E7A6A49ADBD1FAF41F266B5F9FEECDCEB567AEC096784


The results we obtained contain some findings that the file uses the
"CVE-2022-30190" vulnerability. As a SOC analyst, it is necessary to make analysis
on the SOC environment and reach the details on whether there is a system affected
by this situation or not.



Analysis

Initial Access
In the alert details on the Monitoring page, we see that the file was run without any
blocking.

First, it is necessary to understand how this file got to the “JonasPRD” device. The
filename “05-2022-0438.doc” can be searched in the Mailbox to check the Phishing
status, which is one of the most popular initial access techniques.

As a result of the search we conducted, we see that there is an inbound email sent
to “jonas[@]letsdefend.io” with this file in the attachment.



Malware Analysis
We have a phishing email and malware. We need to understand how the malware
behaves. The most effective way to understand the behavior of the file is to conduct
dynamic analysis. In the rest of the report, analysis will be made with AnyRun.

After uploading the file to AnyRun and run, we see that a DNS request was sent to
the address "www[.]xmlformats[.]com", but no results were obtained, so the file did
not exhibit any significant behavior.



The attacker may have turned off IP routing/redirecting because he is done with the
relevant domain address. In order to continue the analysis process, finding an
analysis report made during the active period of the domain will make our work
easier, otherwise static analysis may be required.

We need to search for the file hash value (52945af1def85b171870b31fa4782e52),
check the past analyses and find the one that will work for us.

After the examinations, we obtain a result of an analysis which was made during a
period when the domain was active.
Link: https://app.any.run/tasks/713f05d2-fe78-4b9d-a744-f7c133e3fafb/

Looking at the results of this old analysis, we see a number of HTTP requests and
suspicious child processes are displayed.

https://app.any.run/tasks/713f05d2-fe78-4b9d-a744-f7c133e3fafb/


We could not perform dynamic analysis because the command and control server of
the Malware was not active. When we look at the activities carried out in an old



report we found, it is clearly obvious that the file actually carried out malicious
activities.

Log Analysis
We know that the malware communicated with “www[.]xmlformats[.]com”. We need
to search for this domain on the log management and check if there is any device
accessing to this site from the internal network.

When we examine the log results after the search, we see that the “JonasPRD”
device with the IP address 172.16.17.39 is connected to this site.

If we look at the process history from Endpoint Security, we see that the malware
exhibits the same behavior that we saw in AnyRun.





By the analyses we conducted on the Log Management and Endpoint Security, we
have determined that the "05-2022-0438.doc" malware was run on the JonasPRD
device successfully and communicated with the C2.



Containment

We found solid evidence that the JonasPRD device was compromised. Now, we
need to isolate the device from the network in order to prevent the attacker from
reaching different devices in the internal network and to break its existing
connection.

Lesson Learned
● Even if we regularly update our systems, it is possible for the attackers to

infiltrate into our systems with various 0-Days.
● It is not possible to prevent attacks 100%, but it is possible to detect them in a

short time.



Artifacts

Field Value

Email Address radiosputnik[@]ria[.]ru

Domain xmlformats[.]com

URL Address https://www[.]xmlformats[.]com/office/word/2022/

URL Address https://www[.]xmlformats[.]com/office/word/2022/wor
dprocessingdrawing/

URL Address https://www[.]xmlformats[.]com/office/word/2022/wor
dprocessingdrawing/RDF842l.html

MD5 Hash 52945af1def85b171870b31fa4782e52

SHA256 4a24048f81afbe9fb62e7a6a49adbd1faf41f266b5f9fe
ecdceb567aec096784

Filename 05-2022-0438.doc


